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Abstract— IoT has been revolutionising the world of digital 

ecosystems by enabling smart, interconnected devices to 

exchange information across domains such as healthcare, 

transportation, industry, smart cities, and many others. As 

IoT expands, emerging cybersecurity challenges stem from 

resource constraints, heterogeneity, weak authentication, 

software vulnerabilities, and insecure channels. The 

proposed survey discusses the prominent security 

challenges and vulnerabilities in IoT frameworks and 

presents potential solutions like lightweight cryptography, 

blockchain, AI-powered IDS, federated learning, and 

secure authentication schemes. The research highlights the 

importance of a layered and flexible security approach to 

enhance IoT security posture, covering its confidentiality, 

integrity, and availability, so that we can build a secure and 

robust IoT world. 
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I. INTRODUCTION 

One of the fastest-growing trends in the current era of 

information technology is the Internet of Things (IoT), which 

enables physical devices—ranging from household appliances 

to heavy machinery—to communicate and exchange data with 

other devices and become intelligent over the Internet [1-3]. 

From healthcare and transportation to industrial automation, 

farm fields, and smart homes and cities, these are the areas 

where IoT is growing rapidly. IoT helped increase productivity, 

efficiency, and experience by enabling real-time monitoring, 

automation, and data analysis to support informed decision-

making [4-6]. 

However, IoT devices have always had vulnerabilities and are 

prone to cybersecurity attacks. IoT devices can be as small and 

simple as sensor devices or as complex as the machines used 

for industrial control. Typically, IoT devices have limited 

memory, processing power, storage, and energy. These 

constraints make it challenging to implement security measures 

that we take for granted on larger systems, such as robust 

encryption and state-of-the-art intrusion detection systems. As 

 
 

a result, these weaknesses are frequently exploited by 

cybercriminals [7-10]. Another challenge is the numerous 

variations of IoT implementations across hardware platforms, 

operating systems, communication protocols, and even 

manufacturers. This diversity makes it difficult to create and 

implement secure and scalable security solutions [11-16].  

   

        IoT devices with extended operating lifespans pose a 

distinct security challenge alongside resource limitations and 

heterogeneity. Many IoT devices go for years without firmware 

upgrades or maintenance, in contrast to traditional IT 

equipment, which is updated and replaced regularly. This 

would mean that, in the event of a vulnerability being identified, 

it could take years to be corrected, leaving devices vulnerable 

and exploitable at all times [15, 17-21]. Another commonly 

overlooked aspect is physical security. In fact, many IoT 

devices are installed in areas where they can easily be accessed 

or misused and where malicious hardware could be easily 

inserted that can seriously circumvent the network-level 

defenses [16, 22-27]. 

     Numerous real-world applications have already shown the 

effects of IoT security flaws. In the healthcare sector, linked 

medical equipment such as patient monitoring systems, insulin 

pumps, and wearable health trackers continuously collect and 

send sensitive patient information. Although these technologies 

raise the standard of healthcare services, they are appealing 

targets for fraudsters. A successful cyberattack on these devices 

has the potential to compromise patient safety and treatment 

results in addition to exposing private medical records and 

interfering with vital healthcare procedures. These instances 

demonstrate the importance of implementing robust yet 

lightweight security measures that perform well in resource-

constrained IoT contexts [28-31]. 

     In a similar vein, IoT-enabled sensors and communication 

networks are becoming increasingly necessary for smart city 

infrastructure to control public transportation, traffic flow, 

energy use, and environmental monitoring. For instance, real-

time data from linked sensors is used by intelligent traffic 

management systems to reduce congestion and enhance road 

safety. Attackers could, however, alter traffic lights, interfere 

with transportation services, or produce erroneous data that 

influences decision-making procedures if they are able to 
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access these systems without authorization. These situations 

show that IoT security is now crucial for ensuring the reliability, 

security, and continuity of vital public services, rather than 

merely safeguarding digital data. 

     Real-time monitoring, threat detection, authentication, 

action, and incident response are more challenging due to the 

decentralized architecture of IoT networks [5]. Vulnerabilities 

like weak or default authentication, unencrypted and unsecured 

communication, outdated firmware, inadequate physical 

controls, and mishandled sensitive personal data have 

multiplied as more interconnected devices generate and 

communicate data at all times. Data breaches, service 

disruptions, financial losses, and invasions of human privacy 

and physical safety in critical systems such as industrial control 

systems and healthcare facilities are examples of security 

vulnerabilities that can make the environment unsafe [14]. 

     Meanwhile, it's the same story with the growing 

cybersecurity issues in IoT solutions, which have paved the way 

for new offerings. However, due to resource constraints on IoT 

devices, it is crucial to develop lightweight cryptographic 

algorithms that provide strong protection [6]. As machine 

learning and artificial intelligence technologies are widely used, 

autonomous, real-time anomaly detection and automatic 

responses to new threats are possible [7]. Energy-efficient 

security mechanisms focus on robust security and operation in 
small energy resources of the IoT devices [9], and blockchain 

technology provides decentralized trust infrastructures with 

improved data integrity and identification without the need for 

a central point of trust [8]. A goal of standardization activities 

and interoperability is to create security frameworks that are 

flexible to various hardware and software IoT systems [10]. 

Further, the use of emerging technologies such as blockchain 

and artificial intelligence (AI) in IoT security systems and edge 

computing approaches for filtering threats in real time in widely 

deployable networks is among the possible solutions for 

building secure IoT ecosystems [11] [13].   

The purpose of this research paper is to provide an in-depth look 

to the cybersecurity threats, vulnerabilities, and technologies 

within IoT environments, as well as the security solutions that 

will be needed (see Fig. 1). The paper addresses the main 

security risks to both IoT hardware and networks. Additionally, 

it reviews recent advances in research and describes advanced 

approaches to enhance the security, privacy, and resilience of 

future IoT ecosystems. Those include: lightweight 

cryptographic techniques; machine-learning-based intrusion 

detection systems (IDS); blockchain- based trusted models; 

secure authentication mechanisms; network segmentation; and 

security-by-design. This table shows the main security risks of 

IoT systems, where they originate, and how they can be 

mitigated. These vulnerabilities result primarily from factors 

such as inadequate security measures, inconsistencies, and 

limited device capabilities (e.g., insufficient memory). Due to 

many other challenges (such as outdated firmware) and default 

configurations,) IoT devices are highly vulnerable to attacks. 

Therefore, these factors significantly increase the risk of attack, 

making it difficult to provide adequate protection for IoT 

systems (see Tab. I). 

 

Fig. 1: IOT Architecture and associated Security Threats 

Table I: Comprehensive IoT Security Challenges and Root Factor 

Security 

Challenge 

Underlying 

Factors 

Impact on IoT 

Systems 

Severity 

Resource 

constraints 

Limited CPU, 

memory, and 

battery 

capacity 

Restricts strong 

encryption and 

IDS 

deployment 

High 

Device 

heterogeneity 

Diverse 

hardware, OS, 

and protocols 

Lack of unified 

security 

standards 

High 

Lack of 

firmware 

updates 

Infrequent or 

no patch 

management 

Persistent 

exploitable 

vulnerabilities 

Critical 

Weak default 

configurations 

Factory-set 

credentials, 

open ports 

Easy 

unauthorized 

access 

Critical 

Physical 

exposure 

Unsecured 

deployment 

environments 

Device 

tampering or 

hardware 

injection 

High 

 

           The rest of this document is structured as follows: IoT 

security issues pertaining to device limitations, heterogeneity, 

and unsafe communication contexts are covered in Section II. 

Key IoT vulnerabilities, including obsolete firmware, 

inadequate encryption, weak authentication, and physical 
security threats, are highlighted in Section III. Lightweight 

cryptography, blockchain, AI-based intrusion detection, and 

federated learning are just a few of the security options that are 

reviewed in Section IV. A comparison of various methods is 

given in Section V, together with an outline of their advantages 

and disadvantages. The study concludes in Section VI, which 

also offers recommendations for future lines of inquiry into safe 

IoT systems. 

II.AN OVERVIEW OF IOT SECURITY ISSUES, WEAKNESSES, AND 

RECENT RESEARCH 

      IoT devices can range from simple, such as sensors, to 

complex, such as those used in industrial control 

applications. They come in various forms, such as hardware 

architectures, operating systems, and communications 
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protocols. For this reason, it is very hard to create universally 

applicable security standards for this problem; if a solution is 

devised for a high-power smart device, it may not work for a 

low-power sensor. This is closely related to the problem of 

resource limitations. With the focus on cost reduction and 

longer battery life, many IoT devices, especially mobile and 

environmental sensors, are inexpensive and have minimal 

computing, memory, and storage requirements. Traditional 

security protocols such as robust encryption and multi-factor 

authentication can be daunting and challenging, even leading to 

trade-offs between security and performance. The main reason 

why there is such a large number of "inadequate" or default 

passwords (and lack of encryption and secure boot) assigned to 

IoT devices is primarily due to manufacturing time and cost 

over good security, and the growing attack surface created by 

the large number of interconnected devices is also a major 

challenge with IoT systems. Each connected device represents 

a potential entry point for attackers, and even a small 

vulnerability in a single device may affect the entire system. To 

illustrate this concept, if a single thermostat or smart light bulb 

in a smart home is compromised, the attacker may gain access 

to more critical devices, such as security cameras or smart 

locks. Thus, securing IoT requires protecting the entire 

ecosystem as an interlinked network in addition to securing 

individual devices. 
Lastly, IoT devices typically utilize the same device for an 

extended period of time. Traditional IT equipment is 

continuously upgraded and replaced with newer software and 

firmware versions. On the other hand, most IoT devices will 

operate for years without requiring firmware updates. 

Therefore, when vulnerabilities are identified in IoT devices, 

they are often left unpatched/unaddressed for a long time; and 

Finally, IoT systems have a high degree of complexity due to 

the number of devices communicating across local, cloud, 

and/or industrial environments. As each node can serve as an 

entry point into the network, the need for a multi-level security 

approach (hardware, software, monitoring, and rapid response) 

is clear [3].  

Thus, there is an ever-increasing demand for IoT-specific 

security approaches that are both lightweight and effective in 

addressing the challenges described above. To address these 

challenges without imposing an unreasonable burden on 

resource-constrained devices, researchers are investigating new 

methodologies, including edge computing-based security, 

lightweight cryptography, and AI-based anomaly detection. 

These techniques aim to maintain the effectiveness and 

scalability of IoT systems while balancing security and 

performance. The quick development of IoT technology will 

continue to pose significant security threats in both personal and 

commercial applications in the absence of such specialist 

solutions (see Fig. 2). 

III.  ANALYSIS OF COMMON IOT VULNERABILITIES 

Building on these fundamental issues, several specific 

vulnerabilities in IoT ecosystems have been found to be highly 

significant. Weak authentication and authorization systems 

make it easy for hackers to get illegal access and control due to 

the use of default credentials and because multi-factor 

authentication is not yet available [5]. 

 

 
      Fig. 2: IoT Threat Model / Attack Surface Diagram  

The expansion of the IoT has significantly increased the overall 

attack surface due to the large number of interconnected 

devices. In such environments, every device within an IoT 

network can potentially act as an entry point for malicious 

actors. As a result, even a minor vulnerability in a single device 

may compromise the security of the entire system. IoT attacks 

occur because many connected systems are unsecured and 

poorly monitored. Additionally, since IoT devices operate at the 

edge of a network, they typically lack robust cybersecurity tools 

such as firewalls and intrusion detection/prevention systems 

(IDPS). There are numerous methods attackers use to get to 

other parts of an organization’s system after getting into one 

IoT device. One method used is called lateral movement. 

Lateral movement occurs when hackers move laterally within a 

target organization’s internal network to steal sensitive 

information or disrupt operations. Hackers accomplish this by 

finding ways to connect to additional IoT devices on the same 

internal network. The hacker then uses these new connections 

to obtain access to more valuable resources, such as business 

applications, databases, and critical infrastructure. 

Another way hackers attack multiple devices is by using 

something called a botnet. A botnet is a collection of 

compromised computers or mobile devices that communicate 

remotely with each other via the internet. When hackers control 

these devices together in a botnet, they can create powerful 

distributed denial-of-service (DDoS) attacks against websites, 

networks, or organizations. Botnets can also be used to commit 

other types of cybercrime, such as spreading malware. They 

may even send spam messages. 

Attackers may breach a smart home device, such as a light bulb 

or thermostat, to use it as a bridge to reach other, more secure 

items. If the attacker gets access to those more secure items – 

for example, smart door lock or surveillance camera — it would 

allow them to potentially take over the entire smart home. This 

illustrates that IoT security is more than just securing individual 

devices; it also involves maintaining the reliability and 

trustworthiness of all connected elements within the larger IoT 

environment. 
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Data transmitted between IoT devices and cloud servers is often 

not properly encrypted, leaving it vulnerable to misuse and 

interception. Examples include the exposure of vital health data 

from wearable devices or critical data from smart home 

systems. Devices that fail to receive periodic firmware updates 

are also vulnerable to previously identified security weaknesses 

that attackers can easily exploit. Publicly located or unprotected 

devices pose another threat of exploitation by attackers who can 

physically modify or reprogram them. Since IoT devices gather 

large volumes of private and behavioural data, poor 

management of this data poses high risks of identity theft, 

violations of consumer privacy rights, and compliance 

violations, such as those under the EU General Data Protection 

Regulation (GDPR) [14]. 

Table II: Detailed IoT Vulnerabilities and Security Implications 

Vulnerability 

Type 

Technical 

Weakness 

Security Risk Possible Attack 

Outcome 

Weak 

authentication 

Default/low-

strength 

credentials 

Unauthorized 

system access 

Device takeover 

Lack of 

encryption 

Plaintext 

data 

transmission 

Data 

interception 

(MITM 

attacks) 

Privacy leakage 

Outdated 

firmware 

No timely 

patch 

deployment 

Exploitation of 

known CVEs 

Persistent 

backdoor access 

Physical 

insecurity 

Unprotected 

deployment 

sites 

Hardware 

tampering 

Malicious 

firmware 

injection 

Poor data 

governance 

Improper 

handling of 

sensitive 

data 

Regulatory 

violations 

Identity theft & 

compliance 

failure 

 

Table II lists many IoT vulnerabilities, their technical flaws, and 

potential security threats. It demonstrates how problems such as 

inadequate encryption and insufficient authentication can 

quickly lead to unauthorised access and data interception. The 

likelihood of system compromise and malicious alterations is 

further increased by outdated firmware and physical 

vulnerabilities. In general, inadequate data management 

procedures can also lead to major problems with compliance 

and privacy. 

IV.EVALUATION OF CURRENT STUDIES AND SUGGESTED 

REMEDIES 

In IoT networks, securely distributing group keys to low-

computational-power services is a challenge. To mitigate this, 

a software-defined networking (SDN)-based centralized 

management framework was developed, which involved an 

improved version of the one-way function tree (MOFT) 

protocol with collusion attack resistance secured by a formal 

security analysis and also reduced communication overhead by 

39% compared to the traditional OFT protocols [15]. 

 To ensure the safety of vehicle-to-infrastructure (V2I)           

communication, a new authentication method for Internet of 

Vehicles (IoV) was proposed based on fuzzy extractors, Elliptic 

Curve Cryptography (ECC), and Physical Unclonable 

Functions (PUFs). This way, one can use public-key 

cryptography without the need for expensive bilinear pairings. 

The protocol is less computationally or communication-

intensive than similar protocols, offers full forward secrecy 

with Diffie-Hellman values, and is immune to roadside unit 

side-channel and capturing attacks [16]. 

Weak authentication based on Physical Unclonable Functions 

(PUFs) and chaotic maps was proposed to defend the sensors 

and gateways of underwater acoustic networks (UANs) 

considering the critical energy constraints and capture concerns 

of the underwater networks. This protocol has been shown to 

be useful for security in various hostile IoT environments with 

resource constraints and has been formally proved in the 

random oracle model [17]. 

A Collaborative Intrusion Detection System (CIDS) based on 

an edge-fog-cloud architecture and Federated Learning (FL) 

was proposed to address intrusion detection challenges. The 

solution was found to be superior in terms of network traffic 

and training time compared with traditional centralised 

intrusion detection models, using a non-IID subset of the 

CICIoT2023 dataset [18], with low latency and low resource 

consumption while maintaining detection accuracy. 

An automated approach called VARIoT was developed to 

generate a comprehensive vulnerability database due to the 
need for better vulnerability information. Using machine 

learning, natural language processing, and specialised filters, 

VARIoT automatically extracts vulnerability descriptions, links 

them to the corresponding exploit codes from unstructured 

sources, and assigns a confidence score to each vulnerability to 

highlight critical vulnerabilities even when information about 

the product is limited. 

A comprehensive security analysis was performed on the Web 

of Things (WoT), including the creation of threat models for 

denial-of-service, man-in-the-middle, injection, and physical 

attacks. The study presented an architecture that provides the 

necessary level of protection for safe WoT deployments by 

including isolation features, data encryption, and 

authentication, as shown in sequence diagrams and UML [20]. 

In addition to technology solutions for IoT security, there have 

been studies on the psychology of how individuals react 

emotionally to cyber-attacks targeting their smart home 

devices. The study demonstrated that consumers experience the 

highest degree of emotional response to cyber-attacks on their 

smart cameras, and that awareness of the occurrence of a breach 

results in a significant increase in the size of consumer 

emotional responses to the attack from a combination of 

questionnaires, an online survey, and a field test [21]. 

V. COMPARATIVE ANALYSIS OF MODERN IOT SECURITY 

SOLUTIONS 

The strengths and weaknesses of various contemporary 

methods for protecting the security of IoT (Internet of Things) 

devices, using different technologies and operational 

procedures, are demonstrated in this table. AI-based IDS can 

intelligently detect threats; however, lightweight cryptography 

is suitable for low-power devices. Use of blockchain 

technology will increase both data integrity and user confidence 

in state data; however, u it may create processing delays and 
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increase the cost of storing processed data. As such, each 

method has its own advantages and disadvantages, and no 

single method can provide adequate protection for all IoT 

ecosystems (Tab. III). 

Table III: Comparative Analysis of IoT Security Solutions 

 
Security 

Solution 

Core 

Technology 

Working 

Mechani

sm 

Advanta

ges 

Limitatio

ns 

Lightwei

ght 

Cryptogr

aphy 

Symmetric/asy

mmetric 

optimized 

algorithms 

Reduces 

computat

ional 

overhead 

for IoT 

devices 

Energy-

efficient, 

fast 

processi

ng 

Lower 

security 

strength 

vs heavy 

crypt 

AI/ML-

based 

IDS 

Machine 

learning & 

anomaly 

detection 

Detects 

abnormal 

behavior 

in real-

time 

Adaptive 

& 

intellige

nt threat 

detection 

Requires 

training 

data & 

computati

on 

Blockcha

in 

Security 

Distributed 

ledger 

technology 

Decentra

lized 

trust & 

immutab

le 

records 

High 

integrity 

& 

transpare

ncy 

High 

latency & 

storage 

cost 

Federated 

Learning 

IDS 

Edge + cloud 

collaborative 

learning 

Trains 

models 

without 

sharing 

raw data 

Privacy-

preservin

g, 

scalable 

Complex 

implemen

tation 

PUF-

based 

Authentic

ation 

Hardware-

based unique 

identity 

Uses 

physical 

device 

fingerpri

nts 

Strong 

device 

authentic

ation 

Hardware 

dependen

cy 

 

 
           Fig. 3: IoT Security Solution Framework. 

The table below shows a multi-layer security design for IoT 

systems, with each layer performing unique security 

responsibilities. The Network Layer provides secure 

communication between devices (Fig. 3). The Device Layer 

focuses on authenticating and encrypting devices 

themselves. Data Layer protects the confidentiality and 

integrity of all data that are being stored. The Processing 

Layer uses sophisticated methods to detect threats. In 

summary, the use of layers allows for a structured and 

effective approach to securing IoT Environments (Tab. IV). 

           
Table IV: Layered IoT Security Architecture Mapping 

 
Layer Security 

Function 

Example 

Technologies 

Purpose in IoT 

Security 

Device 

Layer 

Authentication 

& Encryption 

PUF, 

Lightweight 

Cryptography 

protects hardware-

level data and verifies 

identification to 

secure individual IoT 

devices. 

Network 

Layer 

Secure 

Communication 

TLS, SDN-

based Control 

guarantees secure 

data transfer between 

linked devices and 

guards against 

interception. 

Processing 

Layer 

Threat 

Detection 

AI/ML-based 

Intrusion 

Detection 

Real-time detection 

of cyber risks and 

aberrant behavior. 

Data 

Layer 

Integrity & 

Privacy 
Protection 

Blockchain, 

Cryptographic 
Hashing 

preserves tamper 

resistance, 
confidentiality, and 

data integrity. 

 
Table V: IoT Security Overview 

 
Category Key Points Security Impact / Role 

Security 

Challenges 

Resource constraints, 

device heterogeneity, lack 

of firmware updates, weak 
default configurations, 

physical exposure 

Reduce ability to apply 

strong security, create 

large attack surface, 
increase system 

vulnerability 

Vulnerabilities Weak authentication, lack 

of encryption, outdated 

firmware, physical 
insecurity, poor data 

handling 

Leads to unauthorized 

access, data interception, 

device takeover, privacy 
leakage, and compliance 

risks 

Security 

Solutions 

Lightweight cryptography, 

AI/ML-based IDS, 

blockchain security, 
federated learning, PUF-

based authentication 

Improve security with low 

overhead, enable real-time 

detection, ensure trust, and 
preserve privacy 

Security 

Architecture 

Layers 

Device, Network, 

Processing, Data layers 

with respective security 
functions 

Provides structured 

protection across all IoT 

layers ensuring end-to-end 
security 

 

This table provides a consolidated view of IoT security 

challenges, vulnerabilities, and corresponding solutions, 

highlighting the need for a multi-layered and adaptive security 

approach. 

VI. CONCLUSION 

Smart Cities, Transportation, Health Care, Agriculture, etc., 

have all been enabled by the IoT's Intelligent Communication 

and Automation capabilities. The emergence of IoT 

Ecosystems has led to many new security challenges. For 

example, no standards exist for how Security Measures are 

implemented; Vast design options create numerous attack 

surfaces; Long Device Cycles provide hackers with ample time 

to find vulnerabilities; and limited resources make it difficult 

for Devices to be properly secured. Despite the rapid 

development of IoT Systems, they remain vulnerable to Cyber 

Threats, Data Breaches, and Operational Disruptions due to 
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several common Vulnerabilities, such as Poor Authentication, 

Un-Encrypted Communications, Obsolete Firmware, and 

Physical Insecurity. As the Traditional Security Solutions 

cannot easily overcome these barriers, newer, lighter-weight 

methods are beginning to emerge. 

Federated Learning, Blockchain-Based Trust Models, 

Lightweight Cryptography, and AI- Based Intrusion Detection 

Methods are among the emerging methodologies for enhancing 

IoT Security. Layered Security Architectures also provide a 

systematic approach to fully protect Networks, Devices, and 

Data. 

Ultimately, System Security requires a multi-layered, scalable, 

and adaptive Strategy that balances Device constraints with 

Security needs. Future research efforts will need to develop an 

intelligent, standardised, and power-efficient Security Model 

capable of addressing the continuously evolving nature of the 

IoT Environment and emerging threats. 
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