
International Journal of Emerging Engineering and Technology (IJEET) 
ISSN (e): 2958-3764   

Volume: 4, Number: 2, Pages: 71- 76, Year: 2025 

 

 

This work is licensed under a Creative Commons AttributionShareAlike4.0 International License, which permits       

            Unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited 
 

AI, Cybersecurity and Growing Ethical Dilemma: 

A Survey 
Amna Iftikhar, Irshad Ahmed Sumra, Bilal Gillani, and Uneeb Raziq Khan 

School of Systems and Technology, University of Management & Technology, Lahore, 54000, Pakistan 

Corresponding author Amna Iftikhar (Email: amna.iftikhar1036@gmail.com) 

Received: 12/08/2025, Revised: 23/11/2025, Accepted: 19/12/2025 

 

Abstract— This survey paper examines the work of various 

researchers. It states that cybersecurity threats are increasing 

rapidly and becoming harder to prevent. A new subject, ‘Artificial 

Intelligence,' has entered this space as a means for specialists to 

combat evolving cybersecurity threats and attacks. Utilising 

techniques such as threat identification and automated responses 

can help organisations protect sensitive and confidential data, 

ensuring security across corporations in a highly unsafe 

environment. This paper discusses the ethical use of AI in 

cybersecurity and demonstrates the need to ensure that new 

technologies are developed and used fairly, ethically, and 

responsibly.  

 
Index Terms—Artificial intelligence, cybersecurity, machine 

learning, internet of things (IoT), ethical AI, data privacy, cyber-

physical systems.  

 

I. INTRODUCTION 

oday artificial intelligence (AI) is widely used everywhere, 

from logic in online chess to finding trends in financial 

markets [1-8]. It provides people with information they might 

otherwise miss. Technology is advancing faster than laws, and 

this speed can lead to practices that are ethically corrupt and 

even harmful. Even though AI is used to defend systems against 

threats and attacks, “bad actors” might use it to attack 

vulnerable victims and systems [4, 9-11]. Moreover, private 

citizens who lack the resources to defend themselves are more 

likely to be attacked online, which is why government guidance 

in this regard is essential to protecting and ensuring their safety 

[12-20]. With the advent of more advanced AI tools, online 

threats have become a serious issue as hackers misuse AI to 

attack and exploit weaknesses. This urges companies to remain 

alert and protect themselves by taking preventive measures. 

This paper examines how AI use affects our digital safety and 

focuses on its ethical use for safety and security. 

 

The following sections provide a comprehensive analysis: 

• Basic Concept of AI and Cybersecurity: Analyzes AI 

foundations, ML techniques and their application in 

identifying and mitigating cyber threats; 

• Use of machine learning in cybersecurity to strengthen 

protective measures: Gives a quick review of machine 

learning and cybersecurity and emphasizes their 

importance together 

• IoT Security and Ethical Considerations: Discusses the 

integration of interconnected devices, the necessity of 

privacy-by-design and ethical engineering principles; 

• Legal Compliance and Ethical Standards: Examines legal 

liabilities in AI decision systems, job displacement 

concerns and the importance of ethical management; 

• Regulatory Policies and Conclusion: Reviews EU and US 

regulatory frameworks for AI governance and synthesizes 

the balance between innovation and safety. 

II. BASIC CONCEPT OF AI AND CYBERSECURITY 

Artificial Intelligence has become an essential part of our 

everyday activities, with its evident applications in email 

filtering, conversational agents, and interactive entertainment. 

[8, 21-26]. As compared to traditional programming, which 

uses fixed rules and data structures and can’t be used for solving 

complex problems on a daily basis, AI is much more flexible 

and an adaptable solution for handling multiple tasks per day 

simultaneously and fills the gap of traditional programming 

failing by learning and analyzing historical events [27-35]. It 

can derive logical conclusions that might have been overlooked 

by humans, thereby removing the risk of human error and 

providing highly precise, verifiable data and results [36]. Fig. 1 

illustrates how ML techniques are applied within an AI-

powered cybersecurity framework to identify and neutralize 

threats in real time. 

III. USE OF MACHINE LEARNING IN CYBERSECURITY TO 

STRENGTHEN PROTECTIVE MEASURES 

A. Quick Description of Machine Learning 

Machine learning refers to a computer's ability to learn from 

data without human consciousness [19]. There are multiple 

examples for machine learning, such as teaching a program to 

read handwriting by feeding it millions of writing samples until 

it starts recognizing characters and symbols accurately [16]. 

The more data we feed a machine learning program, the better 

its outputs become as it learns from the data provided [15].  
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Fig. 1. AI-powered cybersecurity framework showing ML-based 

threat detection. 

B. Quick Description of Cybersecurity 

Cybersecurity (Fig. 1), a widely used term, encompasses all 

tools, techniques, software, policies, and hardware interfaces 

used to protect the integrity of a network and all information 

contained in and transmitted through it [4]. On a global scale, a 

data breach costs an average of $ 4 million, and this amount 

doubles to $ 8 million in the United States [36-38]. Companies 

that fail to secure their data, such as social security numbers, 

are prone to losing their clients and are at the risk of facing 

lawsuits [33, 39]. 

C. Use of Machine Learning in Cybersecurity 

Machine learning plays a pivotal role in cybersecurity for 

securing sensitive data and information [5]. Machine learning 

programs analyze network traffic to find and identify patterns 

and create rules to stop security breaches [17]. These programs 

use ‘clustering’ to group similar traffic patterns and detect 

anomalies, ‘classification’ to label network requests as benign 

or malicious, and ‘regression’ to predict and quantify the 

likelihood of future threats [21]. These programs can detect and 

remove viruses or ransomware before they are noticed by 

humans [20]. For example, the ‘Deep Learning’ solution for 

Face ID was developed by Apple so that facial recognition 

happens on the phone instead of external software to protect the 

privacy of individuals [3].  

IV. IOT SECURITY AND ETHICAL CONSIDERATIONS 

Internet of Things devices include all devices we encounter 

regularly, such as smartwatches, temperature-controlling 

thermostats, and many more [13]. To make these devices work 

smoothly for humans, security specialists use a theory known 

as ‘Cyber-Physical Systems Theory’. As shown in Fig. 2, IoT 

devices such as wearables, thermostats, and cameras form an 

interconnected ecosystem that, while convenient, significantly 

expands the cybersecurity attack surface. IoT devices are 

always at a risk of getting attacked since they always collect and 

rely on data and thus create multiple opportunities for attackers 

to exploit sensitive information [23]. And so, to keep this data 

safe from malicious attackers, companies must ensure high 

protective measures in their networks [22].  

 

 
Fig. 2. IoT ecosystem illustrating interconnected smart devices and 

attack surface. 

 

The principle ‘Privacy by Design’ supports the development of 

IoT devices and their associated software with privacy in mind 

[24][40]. It means building devices keeping privacy as a 

priority, needing it not be incorporated later on via any patch 

methods after the device has been built [14]. This demonstrates 

how safety is a core feature for IoT devices. The point to note 

is that these devices should not only be safe and secure against 

external threats but also operate as intended [13]. For example, 

if a smoke alarm or nuclear power plant fails to work as 

supposed, it could cause a mass catastrophe.  

Along with the safety of these devices, it is also very 

important to consider the ethics of their use [14]. Ethics is the 

final principle which is to be considered for IoT devices and it 

takes an ethical team of engineers to ensure technology is being 

used for a good cause [7].  

V. LEGAL COMPLIANCE AND ETHICAL STANDARDS 

With AI so prominently advancing, it is a growing concern that 

millions of jobs would be replaced by AI in the near future, 

especially in the manufacturing and software development 

market [29]. A major question regarding the future of these 

displaced workers and their source of income arises. But 

meanwhile, there is an urgent need to address any fatal or illegal 

consequences that may arise due to the introduction of AI in 

every field as a decision-making system [6]. An obvious 

example is the advent of self-driving cars [1]. If such an AI-

controlled car accidentally kills someone, it is difficult to decide 

who is legally responsible for the unfortunate incident. If an 

accident is caused by a person driving a car himself, it is evident 

that he will be blamed and punished for it, but an accident 

caused by a self-driving car raises questions [25]. Another 

possibility for accidents involving such cars is denial-of-service 

attacks launched by an attacker [4]. In this scenario, it is the sole 

duty of legal systems to enact laws, clarifying whether the 

manufacturer is to be held accountable for failing to develop a 

more secure network or the attacker [30]. 
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There are endless ethical concerns to consider when talking 

about artificial intelligence [9]. But some recent research and 

published papers prove that such ethical concerns are often 

treated as irrelevant or low-priority by managers and corporate 

management, as they don’t contribute to profit [10]. It is 

obvious that if upper-level management doesn't prioritize 

ethical considerations and treat them as the topmost priority, the 

developers who are writing the AI code would also not 

prioritize them either [31]. This creates a complete circle of 

teams who fail to use artificial intelligence in a true, ethical 

manner. This is why the IEEE suggests that AI should be used 

ethically across all management levels, whether it is used by 

developers or leaders [7]. The focus should completely be on 

ethical use of artificial intelligence. Figure 3 presents a 

summary of current AI ethics and governance frameworks, 

illustrating how EU guidelines, the US Executive Order, and 

IEEE standards collectively balance innovation with safety. 

 

 
Fig. 3.  AI ethics and governance frameworks balancing 

innovation and safety. 

VI. REGULATORY POLICIES BY THE EU 

The guidelines by the European Union regarding the use of AI 

in an ethical manner ensure that AI is safe for all citizens [11]. 

It provides complete directions on how to deploy and monitor 

AI so that the implementation is secure for all.  

The guideline describes that even though AI should assist 

humans, humans should always be involved to verify AI 

findings and accuracy [11]. AI systems must be built such that 

they are secure and accurate with built-in failsafes to prevent 

any failures [32]. Furthermore, data secured must be reliable 

and accessible to authorized persons [30]. Users must be told 

when they are using AI and an AI system should always explain 

its decisions to humans in easy and simple words [11]. 

Developers should always include all groups when developing 

new AI systems to ensure no bias, helping everyone get 

acquainted with the working of the system [10]. AI systems 

should be sustainable, causing no harm to the environment, and 

there must be a clear person or party responsible for the 

decisions that an AI system makes [7]. 

The United States does not have specific laws regarding AI 

policies, but it has an executive order that provides guidance for 

government and corporate entities [12]. This order states that 

AI policies should be clear and easy to understand and should 

be achieved through constant testing and review [12]. To 

promote growth in AI industries and to make them accessible, 

the government will invest in them, helping those most in need 

[29]. Moreover, the government will also train citizens for this 

industry for the protection of civil rights [12]. Companies must 

also protect users, especially in areas like healthcare, education, 

and housing [2]. They must also use every tool available to 

protect users’ sensitive and personal data and prevent it from 

being compromised [30]. Lastly, the United States must ensure 

these ethical principles are taken care of at all times to establish 

a standard as a leader [12]. 

VII. RESEARCH GAPS, EMERGING CHALLENGES, AND FUTURE 

DIRECTIONS 

A. Research Gaps 

Despite the growing body of literature on AI-driven 

cybersecurity, several significant research gaps persist. First, 

the majority of published studies evaluate ML-based intrusion 

detection and threat classification models in controlled 

laboratory settings using benchmark datasets such as NSL-

KDD or CICIDS. These datasets do not fully reflect the 

diversity and unpredictability of real-world network traffic, 

which limits the generalizability of findings. Real-world 

deployment of such models, particularly in resource-

constrained IoT environments, remains largely unaddressed in 

the current literature [17] [21]. 

Second, while ethical frameworks such as the EU AI Ethics 

Guidelines and IEEE Standard 7000-2021 provide high-level 

principles, there is a notable absence of operationalized, 

enforceable standards that developers can apply during the 

software development lifecycle. The gap between policy and 

practice in ethical AI implementation remains wide, especially 

for small and medium-sized organizations that lack dedicated 

AI governance teams [10][7]. 

Third, the literature on legal accountability for AI-caused harm 

remains underdeveloped. While incidents such as autonomous 

vehicle accidents and AI-controlled infrastructure failures raise 

clear questions of liability, no internationally agreed-upon legal 

standard currently exists to determine responsibility among 

manufacturers, developers, and deploying organizations 

[25][30], [40]. This legal ambiguity poses a risk to both industry 

adoption and public trust. 

B. Emerging Challenges 

The rapid advancement of AI introduces several emerging 

challenges that existing cybersecurity frameworks are not yet 

equipped to address. One of the most pressing is the rise of 

adversarial attacks, in which malicious actors deliberately 

manipulate input data to deceive AI models into making 

incorrect classifications or predictions. Such attacks pose a 

direct threat to the reliability of AI-driven intrusion detection 

systems [9]. 

The proliferation of deepfakes and AI-generated synthetic 

media presents another significant challenge, particularly for 

identity verification systems and the integrity of digital 
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communications [34]. As generative AI tools become 

increasingly accessible, the potential for large-scale 

disinformation campaigns and social engineering attacks grows 

considerably. Current detection mechanisms lag behind the 

pace of deepfake generation technology, representing a critical 

vulnerability. 

Additionally, the increasing integration of AI into critical 

infrastructure including power grids, healthcare systems, and 

financial networks expands the attack surface and raises the 

stakes of potential failures. AI systems in these domains must 

balance automation efficiency with robust fail-safe 

mechanisms, yet current standards for AI safety in critical 

infrastructure remain fragmented across jurisdictions [32][12]. 

C. Future Directions 

To address the gaps and challenges identified above, future 

research should pursue several key directions. First, there is a 

strong need for the development and adoption of privacy-

preserving machine learning techniques, such as federated 

learning and differential privacy, which enable AI models to be 

trained across distributed datasets without exposing sensitive 

user data. These approaches are particularly relevant for 

cybersecurity applications in healthcare, finance, and 

government sectors [22]. 

Second, the establishment of internationally harmonized 

regulatory frameworks is essential. Current AI governance 

efforts such as the EU AI Act and the US Executive Order on 

AI operate largely within their respective jurisdictions, creating 

compliance inconsistencies for multinational organizations. 

Future policy work should focus on interoperability between 

these frameworks and the development of common standards 

for AI auditing, transparency reporting, and liability assignment 

[11] [12]. 

Third, bias detection and fairness auditing in AI-driven 

cybersecurity systems must receive greater attention. AI models 

trained on historically biased data may disproportionately flag 

certain user groups as threats, raising serious civil rights and 

equity concerns. Research should focus on developing fairness-

aware training pipelines and evaluation metrics specific to 

security classification tasks [10].  

Finally, the advancement of Explainable AI (XAI) tailored to 

cybersecurity contexts is a critical priority. Current AI threat 

detection systems often function as black boxes, producing 

decisions that security analysts cannot easily interpret or verify. 

Developing XAI tools that provide human-understandable 

explanations for AI-driven security alerts will be essential for 

building practitioner trust, satisfying regulatory transparency 

requirements, and enabling faster and more accurate incident 

response [9]. 

VIII. CONCLUSION 

There is no doubt in the fact that AI offers various benefits, but 

the dangers and vulnerabilities associated with it cannot be 

overlooked. AI is also responsible for introducing harmful 

attacks that threat corporate integrity. Government regulation & 

ethical companies are necessary for the protection of those at 

risk. This survey highlights that technological advancement 

without ethical oversight is dangerous and with the use of 

cybersecurity in the age of AI, a safe culture’s formation is 

possible. The goal is to find a balance between technological 

progress and responsible practices that prioritize human safety. 
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TABLE I: SUMMARY OF THE PAPER 

Topic / Area Key Concept Main Benefit / Role 

AI Definition Flexible, adaptive computing beyond 

fixed rules 

Automates complex tasks; reduces human 

error 

AI vs Traditional Programming Learns from historical data dynamically Handles multitasking and pattern recognition 

AI Applications Spam filters, chatbots, video games, 

finance 

Improves daily life and business processes 

Supervised Learning Classification, regression, clustering of 

data 

Identifies and labels cybersecurity threats 

Deep Learning Multi-layer neural networks (e.g., Face 

ID) 

High-accuracy threat detection and 

recognition 

Intrusion Detection Real-time network traffic analysis Detects viruses and ransomware 

automatically 

XAI for Cybersecurity Explainable AI for transparent decisions Builds trust; explains AI-driven security 

actions 

IoT Devices Smartwatches, thermostats, cameras, etc. Convenience expands attack surface 

Cyber-Physical Systems Theory linking digital and physical 

systems 

Ensures safe operation of critical devices 

Privacy by Design Privacy built into devices from the 

ground up 

Eliminates need for post-deployment patches 

IoT Attack Risks Data collection creates exploitation 

opportunities 

Requires strong network protective measures 

IEEE Standard 7000-2021 Model for ethical AI system design Embeds ethics at every management level 

EU AI Ethics Guidelines 7 principles: oversight, transparency, 

fairness, etc. 

Ensures safe, trustworthy AI for all EU 

citizens 

US Executive Order (2023) Federal guidance for safe AI deployment Protects civil rights; promotes responsible 

growth 

AI Legal Liability Accountability for AI-caused harm (e.g., 

self-driving) 

Drives need for clear legal responsibility laws 

Data Privacy (GDPR) Regulation of personal data processing in 

EU 

Protects user data; enforces compliance 

Job Displacement AI replacing manufacturing and software 

roles 

Requires workforce retraining and social 

policy 

Malicious Use of AI Deepfakes, adversarial attacks, cyber 

weapons 

Demands proactive defence and regulation 

Denial-of-Service Attacks Attackers disabling AI-controlled 

systems 

Highlights need for resilient AI infrastructure 

Ethical AI Development Involving all stakeholders; avoiding bias Produces fair, inclusive, responsible AI 

systems 
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